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We depend on 
digital services, but 
are they 
dependable?
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Good news, and bad
Top ranking in the European commission’s 
Digital Economy and Society Index 2020

Only mid-ranked in Europe in the ITU 
Global Cybersecurity Index 2020
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The double-edged 
sword of AI

Teodor Sommestad, Joel Brynielsson,
Stefan Varga (2019), Möjligheter för automation av 
roller inom cybersäkerhetsområdet, FOI Memo 6737

Douglas Heaven: Why deep-learning 
AIs are so easy to fool, Nature 574.7777 
(2019): 163-166. doi: 10.1038/d41586-
019-03013-5
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Threat perception in the Swedish 
manufacturing industry

U. Franke and J. Wernberg, A survey of cyber security in the Swedish manufacturing industry, 
2020 International Conference on Cyber Situational Awareness, Data Analytics and 
Assessment (CyberSA), Dublin, Ireland, 2020, pp. 1-8, doi: 
10.1109/CyberSA49311.2020.9139673.
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Security measures in the Swedish 
manufacturing industry

U. Franke and J. Wernberg, A survey of cyber security in the Swedish manufacturing industry, 
2020 International Conference on Cyber Situational Awareness, Data Analytics and 
Assessment (CyberSA), Dublin, Ireland, 2020, pp. 1-8, doi: 
10.1109/CyberSA49311.2020.9139673.
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Ross Anderson & Tyler Moore: The 
economics of information security, Science 
314.5799 (2006): 610-613. doi: 
10.1126/science.1130992
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Cyber security R&D is most often focused on 
design

If Anderson & Moore are right, as much effort 
should be spent on incentives as is spent on 
design!
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The promise
and peril 
of inter-
connectedness

Ulrik Franke (2020), 
”Cybersäkerhet för en 
uppkopplad ekonomi”, 
Entreprenörskapsforum
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The promise and peril of inter-
connectedness (cont’d)

Olsson, Thomas, et al. "Sharing of vulnerability information among companies–a survey of 
Swedish companies." 2019 45th Euromicro Conference on Software Engineering and 
Advanced Applications (SEAA). IEEE, 2019.

“the companies' overall attitude to sharing 
vulnerability information is passive but 
open. In contrast, contemporary 
cybersecurity guidelines recommend 
active disclosure and sharing among actors 
in an ecosystem.”
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Bruce Schneier: Insurance 
and the computer 
industry, Communications 
of the ACM, 44(3), 
(2001):114–114. doi: 
10.1145/365181.365229
.
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“I don’t think we or anybody else really 
knows what they’re doing when writing 
cyber… I think anybody that tells you now 
they know in some actuarial way either 
what general experience is like in the 
future, or what the worst case can be, is 
kidding themselves.”

Warren Buffett
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Lack of actuarial data
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Some knowledge gaps
• Cyber risks are probably underestimated

Attackers stay hidden. Difficult to estimate statistics of rare events 
(Edwards 2016). Incentives to  keep quiet (Bharadwaj et al. 2009).

• Costs of incidents are great, but we do not know how great they are. 
Surveys are not reliable (Florêncio 2013; Anderson et al. 2013) and 
incentives are poor (Moore 2010).

• There is probably an underinvestment  problem, but its magnitude is 
hard to ascertain
Negative externalities shift costs to others (Anderson & Moore 2006).

• We know of many reasonable cyber security measures , but we lack 
detailed knowledge about their effectiveness
Lack of data. There are good ideas (Sonnenreich et al. 2006) but more 
research is needed.
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